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Gail Kunst, Fond du Luth
Jamie Zabukover, HSD
Dale Phipps, Mechanic
Richard Gitar, Water Regulation
Chad Balcer, Pharmacy
Julia Lintgen, Administration

Roger Goldberg, SUD Program
Christine Anderson, Surveillance




® Email Preview - HR: Change in Holiday Schedule (Link) (Spoofs Domain) $

From: Human Resources < | HR@FDLREZ COM=> Template ID: 9
Reply-To: Human Resources <HR@FDLREZ.COM:= 4e9
Subject: Change in Holiday Schedule

HR@FDLREZ.COM is a spoofed email address

Update: Change in Holiday Schedule

' ~ The Fond du Lac Reservation Holiday schedule was adjusted with 2 extra days offl .

™ You can see the new holiday schedule by clicking the link below. Print it out and keep it handy.

¢ ™ hitps:/iwww. FDLREZ. COM/updated-holiday-schedule ®

You may need to login with your portal information.
. If you cannot access the schedule please let us know. .

. Have Fun and Happy Holidaysl s

L. . Fond du LEIF. Reservation Human Resources
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Dj . | need to send someone a scanned document as an

attachment. How do | ensuze that they receive it and open it?

We in IT have spent the bettex part of the last several years zeally
stressing the importance of not opening attachments you do not
recognize. When you receive a scanned document, it will look

something like this in your email inbox:

Message from KM_C650i

scan@fdlrez.com
To @ Denis J. McDonald

S
®

SKM_C650i23090111080. pdf
85 KB ¥

Looks rather suspicious, doesn't it?

Here is a quick and easy way to make suze that the wecipient of the
scanned document opens and reads the attachment. Simply scan it
to yowuwself fixst, then forward the scanned email to the othex party

with a shott description of what it is and why it’s important.

It may also be a good idea to follow up with a quick phone call ox

in—person convewsation just to ensuze the attachment is legitimate.




