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IN THIS ISSUE...

Training Sessions

Click It or Phish It P.2

Scam of the Month P.3

Why is Firefox slow & how do we fix it? P. 4

Current Training Session Offerings:

Word 101
Excel 101
Outlook 101
Technology 101

| can also attend New Employee Orientation for your
staff! Get your new staff situated with technology
and more productive with their duties sooner!
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WINNERS!

Riley Howes, FDL Museum

Brittany Heskin, Ojibwe School

Andre Barber, Center for American Indian Resources
Kenneth Lightfeather, Fond du Luth Casino

Bridget Janke, Accounting

Steven Douglas, Resource Management

Javin Skow, Accounting

Velvet Linden, Community Services
eBike Grand Prize (June 2024

For the grand prizes, you will need to meet all of the following

criteria:
‘Not have clicked any links in any phishing emails for the entire

year. N7

‘Successfully reported all simulated phishing emoil_.

‘Completed your Annual KnowBe4 Training.

Everyone who fits these criteria will be entered into a drawing for
the grand prize: a brand-new e-Bike!

There will be a total of two (2) grand prize winners!
Employees of the IT Division are ineligible for the Click It or Phish It
grand prize.
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From: Human Resources <" HR@FDLREZ.COM> Template H R @ F D L R EZ' C O M
Reply-To: Human Resources <HR@FDLREZ.COM= 4 is n Ot t h e e m ai l

Subject: Missing information from your W2
address we would
( o
% use to send this out.
Denis McDonald,
We appear to be missing some information for your W2. ™ It is imperative d f l .
that this information get corrected immediately or you could face fines and H u ge re ag' S e n S e
penalties. .
of urgency in these
" Please click the link below right now and update your information to
avoid expensive penalties. e m ai I.S
™ https://www FDLREZ COM/Denis McDonald/w?2 )

Email Preview - HR: Missing information from your W2 (Link) (Spoofs |

From: HR < "HR@FDLREZ COM=
Reply-To: HR <HR@FDLREZ COM=
Subject: Re:w-2

Thank you,
Human Resources

Hover over the links
and you,ll See they Please confirm that the w-2 is as it should be.
don,t take you Where We uploaded it here:
. www.FDLREZ COM/DenisMcDonald@FDLREZ.COM
they say they will!

Use the last four of your social security number to download.
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I have heard it said that Firefox is not compatible with our websites @ fdlrez.com (not accurate). 1 am
writing to inform everyone why there is a delay and how to overcome the symptom.

For the record, | tested the response time of going to 2 of our Sites, 1 internal, 1 external.

www.fdlrez.com 15+ seconds
Intranet.fdlrez.com/home/about 16+ seconds

In my wanderings a couple days ago, | came across the setting that addresses what | have always
suspected. Firefox is defaulting its settings to use encrypted DNS, which it cannot locate from within our
network. As a result, it times out on the encrypted DNS request then it falls back to standard DNS. This is
an added security element to protect users out in the wild. Simple Set Firefox to use a standard DNS
resolver and it will be zippy once again.

Turn off Encrypted DNS and problem avoided!
FireFox (hamburger) >> Settings >> Privacy & Security >> DNS over HTTPS (OFF)
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